Step by step process to complete one time MFA setup, for external users.

User receives Sharepoint invitation when user is added to SharePoint for the 1 time.
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1] Office 365

Hello,

Go To SecureVault-QA

This message was sent from an unmonitored e-mail address. Please do not reply to this message.
Privacy

Microsoft Office =. Microsoft
One Microsoft Way

Redmond, WA

98052-6399 USA

Click on SecureVault Link

[0 | ™ Krishnamoorthy, Devaki (Ext) wa: X = € Welcome to SharePoint Online X | =+ X
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Office 365

Welcome to SharePoint Online

You're trying to accept your invitation with 389629_cognizant.com#ext#@novartis.onmicrosoft.com.

This item was shared with sv.mfa123@gmail.com. This organization's policy requires you to accept the
invitation using the account that it was shared with.

Please try accepting the invitation again with sv.mfa123@gmail.com. By signing in you allow
novartische.sharepoint.com to use your basic profile (name and email address) in accordance with their
privacy statement. novartische.sharepoint.com has not provided links to their terms for you to review. You
can remove these permissions at myapps.microsoft.com.

Don't have either account? Create a Microsoft account, it's quick and easy!

Legal | Privacy




Click on Create Microsoft account link
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B® Microsoft

Create account

lsomeone@examp\e.com

Use a phone number instead

Get a new email address

Terms of Use  Privacy & Cookies
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™ Microsoft

Create account

sv.mfa123|@gmail+com

Use a phone number instead

Get a new email address




o™ Microsoft

< sv.mfal23@gmail.com

Create a password

Enter the password you would like to use with your
account.

treate password

[:] Show password

Next



=™ Microsoft

< sv.mfal23@gmail.com

What's your name?

We need just a little more info to set up your
account.

First name

Last name




o™ Microsoft

< sv.mfal23@gmail.com

What's your birthdate?

If a child uses this device, select their date of birth to
create a child account.

Country/region

India v

Birthdate

Month v Day v Year

A child account enables you to enforce parental controls and

impose usage limits for this device for reasons of privacy and

safety. You can manage these settings using our Family Safety
app. Learn more at https://aka.ms/family-safety-app

Next




™ Microsoft

< sv.mfal23@gmail.com

Verify email

Enter the code we sent to sv.umfa123@gmail.com.

you didn't get the email, check your junk folder or
try again.

knter code

| would like information, tips, and offers about
Microsoft products and services.

Choosing Next means that you agree to the Microsoft Services
Agreement and privacy and cookies statement.

Next
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= Microsoft

< sv.mfal23@gmail.com

Verify email

Enter the code we sent to sv.mfa123@gmail.com.

you didn't get the email, check your junk folder or
try again.

5040

| would like information, tips, and offers about
Microsoft products and services.

Choosing Next means that you agree to the Microsoft Services
Agreement and privacy and cookies statement.

Next



™ Microsoft

< sv.mfal23@gmail.com

Create account

Please solve the puzzle so we know
you're not a robot.

\V
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o= Microsoft

< sv.umfal23@gmail.com

Create account

Pick one square that shows two
identical objects.




S® Microsoft
sv.mfal23@gmail.com
Stay signed in?

Stay signed in so you don't have to sign in again
next time.

[:] Don't show this again

No Yes

[0 | M Verify your email address - svmi X | b Welcome to SharePoint Online X | 4
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1 Office 365

Welcome to SharePoint Online

You're trying to accept your invitation with 389629_cognizant.com#ext#@novartis.onmicrosoft.com.

This item was shared with sv.mfa123@gmail.com. This organization's policy requires you to accept the
invitation using the account that it was shared with.

Please try accepting the invitation again with sv.mfa123@gmail.com. By signing in you allow
novartische.sharepoint.com to use your basic profile (name and email address) in accordance with their

privacy statement. novartische.sharepoint.com has not provided links to their terms for you to review. You
can remove these permissions at myapps.microsoft.com.

Don't have either account? Create a Microsoft account, it's quick and easy!

Legal | Privacy

121 PM
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Wait for the user sync to happen which takes around 5-10 mins and then access the Sharepoint
invitation and click on the link again.



1] Office 365

Hello,

Go To SecureVault-QA

This message was sent from an unmonitored e-mail address. Please do not reply to this message.

[ | ™ Krishnamoorthy, Devaki (Ex) war X

@ Welcome to SharePoint Online X | =~ = o X

S ® (9 https//novartische.sharepoint.com/sites/SecureVault-QA/_layouts/15/acceptinvite.aspx?invitation=%7B3E2E... A g 3 Yo e

ffice 365

H bl Type here to search

Welcome to SharePoint Online

To accept your invitation, sign in with a Microsoft account or an account assigned to you by your
organization. By signing in you allow novartische.sharepoint.com to use your basic profile (name and email
address) in accordance with their privacy statement. novartische.sharepoint.com has not provided links to
their terms for you to review. You can remove these permissions at myapps.microsoft.com.

.. Microsoft account
N

Sign in with the account you use for OneDrive, Xbox LIVE, Outlook.com, or other Microsoft
services.

3 Organizational account
g Sign in with the account provided by your work or school to use with Office 365 or other
Microsoft services.

Don't have either account? Create a Microsoft account, it's quick and easy!

Legal | Privacy

Select Microsoft account



') NOVARTIS

sv.mfal23@gmail.com

More information required

Your organization needs more information to keep
your account secure. Before making changes to your
security info you must complete multifactor
authentication.

Use a different account

Learn more

Novartis associates sign in with their Novartis email
address or 521@novartis.net. External partners use
their assigned userlD.




Keep your account secure
Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

| want to set up a different method

If user Clicks on “l want to use a different authenticator app” or “Next”



Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Set up your account

In your app, add a new account.

oo |

| want to set up a different method

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

‘ Back ‘ Next

| want to set up a different method




Scan the QR code and click on Next to set up authenticator app.

If user clicks on | want to set up a different method

Choose a different method

Which method would you like to use?

l Choose a method Y l

Cancel

Choose a different method x

Which method would you like to use?

Phone v |




Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone.

What phone number would you like to use?

[United States (+1) v| Enter phone number

@ Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

| want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone.

What phone number would you like to use?

India (+91) “’l T—
@ Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method




Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone
We're calling +91Cmow.

‘ Back

| want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° Call answered. Your phone was registered successfully.

Next



Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

Once user details are synced, user will receive 2" email (user will only receive below email once user
details are synced)
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Click on “View More”
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